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NO.1 Which most accurately describes the "Select All Matches" rule evaluation algorithm in
Enforcement Policies?
A. All rules is checked, and if there is no match, no Enforcement profile is applied.
B. Each rule is checked, and once a match if found, the Enforcement profile assigned to that rule is
applied, along with the default Enforcement profile.
C. Each rule is checked, and once a match is found, the Enforcement profile assigned to that rule is
applied and the rule matching stops.
D. All rules are checked for any matching rules and their respective Enforcement profiles are applied.
Answer: D

NO.2 How is ClearPass enabled to perform DHCP profiling for devices in a network?
A. by enabling a port mirror on the network access device to mirror all user traffic toClearPass
B. by enabling profiling on ClearPass; configuration of the network access devices is not necessary
C. by enabling the 'DHCP ignore' feature on network access devices
D. by configuring ClearPass as a secondary DHCP server on the client
E. by enabling DHCP relay on our network access devices so DHCP requests are forwarded to
ClearPass
Answer: E
Reference:
https://community.arubanetworks.com/aruba/attachments/aruba/ForoenEspanol/653/1/ClearPass
%20Profiling%20TechNote.pdf

NO.3 Which agents are valid Posture agents used by the ClearPass Policy Manager? (Select three.)
A. OnGuard dissolvable agent
B. Microsoft AD
C. Cisco Trust Agent
D. OnGuard persistent agent
E. Microsoft NAP
Answer: A,D,E

NO.4 Which two configuration options are necessary to add a Network Access Device into the
ClearPass Policy Manager? (Select two.)
A. Admin Password
B. HTTPS address
C. Shared Secret
D. NAD IP Address
E. Console Password
Answer: C,D

NO.5 Select three elements that are part of the authorization process. (Choose three.)
A. Determine posture status.
B. Validate the user account attributes.
C. Verify client credentials against your account.
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D. Send a RADIUS accept to the Access device.
E. Filter by endpoint device type.
Answer: B,C,D

NO.6 Which options support DHCP profiling for devices in a network? (Choose two.)
A. DHCP profiling is enabled on ClearPass by default; configuration of the network access devices is
not necessary
B. configuring ClearPass as a DHCP relay for the client
C. enabling the DHCP server to profile endpoints and forward meta-data to ClearPass
D. enabling the DHCP server to forward DHCP traffic to ClearPass
E. enabling DHCP relay on our network access devices so DHCP requests are forwarded to ClearPass
Answer: B,E

NO.7 Where are guest user accounts stored?
A. Local user database
B. Active Directory
C. Onboard Repository
D. Local User Repository
E. Guest User Repository
Answer: E

NO.8 Which ClearPass collectors are valid for profiling information? (Select two.)
A. Active Sync
B. SNMP
C. On-enrollment
D. FTP
E. Active Directory
Answer: A,B
Reference:
http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/CPPM_User
Guide/PolicyProfile/Collectors.htm

NO.9 Refer to the exhibit.

What needs to be configured for ClearPass to enforce a bandwidth limit on the Guest Network?
(Choose two.)
A. Make sure that Endpoint Profiling is configured
B. Enable Logging of Accounting Interim-Update packets
C. Configure a ClearPass server for Insight Master
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D. Configure Interim Accounting on the Network Access Device
E. Enable Active Sessions in ClearPass Guest
Answer: A,B

NO.10 What is the purpose of a guest self-registration page in ClearPass?
A. to allow guest users to create a login account for the web login page Explanation Guest self-
registration allows an administrator to customize the process for guests to create their own visitor
accounts. Self-registration is also referred to as self-provisioned access
B. to allow contractors to create their own accounts inActive Directory
C. to allow employees to easily get their corporate devices on the network
D. to allow employees to get their own devices securely connected to the network
E. to allow employees' sponsors to create accounts for their guests
Answer: B
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